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Hacrpoiika padodero mecrta aJjs focryna k ceppucam APM «PaGouee mecTo
oyxraarepa» u APM «I'eneparop oT4eToB»

AO «EUPII CII6»

(TLS mmupposanue no 'OCTy)

1. HWmmoptupoBaTh cepTU(UKAT YAOCTOBEPSIOIIETO IICHTPA B XpaHUHIle «J{oBepeHHbIE
KOPHEBBIC IICHTPBI CEPTH(HUKAIMN» JTOKATHLHOTO KOMITbIoTEpa. J{eiicTBHS HE0OX0AUMO
BBIMOJIHATH OT MMEHU aIMHHHUCTPATOPA UK BBECTH €T0 MapOJib:

2. Cxauath (aitn ceprudukara pasmenieHnoro 1o aapecy http://crl.kvartplata.info u
COXPaHUTh €ro Ha JHCK.

2.1 HaxxaTh npaBoii kHOMKOM MbIiku Ha (aiiine Kopuesoii YLI.Cer (ecnu BBIKIIOUYEH
M0Ka3 paciupeHuil (pansioB, To CMOTPETh HA HKOHKY CJIeBa OT UMeHH (haiiia, T0JKHA
OBITh KaK Ha KapTUHKE), BEIOPATh MYHKT «Y CTAHOBUTH CEPTUDUKATY:
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2.2 OTMETUTH MTYHKT «JIOKaBHBIH KOMITBIOTEPY, HAXATh «/lameey:



http://crl.kvartplata.info/

= MacTep nmnopTa cepTndmKaTos

Mactep MmnopTa cepTUdUKaTOB

3TOT MACTEP NOMOr3ET KONMPOBaTh CEPTHRMKATHI, CMCKK A0BEPUA W CIIMCKKM OT36IBa
CEPTHOMKETOE C NOKaNEHOro AMCKE B XPaHMNWLLE CEpTHOMKSTOE.

CepTMDMKET, BeIAEHHEIA LEHTPOM CEPTHOMKELAKM, ABNASTCA NOATEEPHAEHMEN BaleR
MWYHOCTH M COAEPHMT MHDOPMALMID, HEOBXOAMMYKD ANA 3EWUMTEl LAHHEIX WM
YCTAHOBNEHUA 3aLMLLEHHEIX CETEBLIX NOAKIHOYEHMIA, XPaHUIMWE CEPTUOUKATOB —
370 0BNaCTE CUCTEME, MPEAHAZHEYEHHER ANA XPEHEHWA CEPTUDMKETOE,

PacnonoxeHve xpaHunmwa

() Texywwit nonbsosaTens

[Ln# NpoAOITHEHWA HEMMWTE KHoMKY "fanee”.

. Janee OtmeHa

2.3 Beiopath myHKT — «IIoMECTUTh BCe CepTHU(UKATHI B CICIYIONICE XPAHUITUIICY,
HaxaTh «O030p»:




& % Mactep vmnopTa cepTUdMKaTos

XpaHwauue cepTwhrrKaTos

KPEHWUMULLE CEPTURMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPEIX
XPEHATCA CEpTUMKETEI,

Windows aBToMaTHYECKM BoIGEPET XPAHWMMILE, MNKM Bbl MOXKETE YKa3aTh
PECMIONOHEHWE CEPTMDMKATE BPYHHYID,

() ABTOMATMHECKM BEIBPATE XPEHWIWLLE HA OCHOBE TMNa CEpTUDMKATA

TloMECTMTE BCE CEpTMMMIKETE B CIEAVIOWEE XPaHMTLE:

XpaHWNUWE CepTHUMMKATOR!

| Ofzop...

Jdanee OTmena

2.4 BeiOpatp xpanunuine «JloBepeHHbIe KOPHEBBIE IICHTPHI CEPTH(PHUKAIINNY, HAKATH
«OK»:

BeiBop xpaHuania cepTudurara =

BribepuTe XPaHMAKMLLE CEPTUDMKATOE, KOTOPOE Bbl
XOTHTE MNONB30EETE.
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"'m ,ﬂDBEDEHHbIE KOPHEEDLIE LWEHTPEI EEFITI-'1EI:IL'1KELI.I-'1H T~
fn] _| HoEepT ElleHEIE W i A o 1IReEL] D

| TIPOMEMYTONHEIE LEHTPEI CEPTHHOMKELIA

bl | JoBepeHHEle MELaTEMN HE, Wil BY
----- I\-.l I'-'FinTIdl‘I'uldu'FuTl-\.l K KATAMNKIM HET ONRAEMAd
>
Ha DCHOBH
(] MoxasaTh dMaMHEcKME XPEHUTMLLE towee ¥

2.5 Haxats «Jlaneex:




=% Mactep nmnopTa cepTUKMKATOR

XpaHwnuue cepTihMKaToR

XPEHUNWILE CEPTMMKETOE - 5TO CMCTEMHEBIE 0BNECTH, B KOTOPLIX
WPEHATCA CEPTHOMKSTEI.

Windows SETOMATHYECKW BEIBEPET XPEHUMLLE, MMM BBl MOMETE YKA33Th
PECNIONOHEHHME CEPTHRMKETE BPYHHYIO.

() AETOMATHYEKW BLIBPATE XPEHUMMLLE HA OCHOBE TUNA CEPTDMKAETE
(®) JOMECTWTL BCE CEPTHOMKATEI B CNEAYVIOWLEE XPEHUIWLLE

XPEHHWLLE CEPTHOMKETOE:

| JoBepeHHEIE KOPHEBEIE LIEHTPEI CEPTUHMKELIW

Jdanee CTmeHa

2.6 Haxats «I'oTOBO»:

=% MacTep umnopTa cepTHMKATOR

3aBepweHMe MacTepa MMNOpPTa cepTUgNKaTOB

CepTudmkaT By4eT MMNOPTHMPOBEH NOCNE HEXETHA KHOMKK “ToToBo™,

BblnW yKazaHe! cnefykolLME NapamMeTpbl:

XPEHUMMWE CEpTMMKATOE, BoIBpaHHOE NonbsoEaTeneH Jl=e e o= R e oI = RN =0y
Cogepsmmos CepTudmkaT
£ >

[otoBo OTtmeHa

2.7 1osxnaThes MOSIBICHUS OKHA, HaXKaTh «OK»:




MacTep nmnopra cepTugukaTos >

0 MMI‘IDFIT}"CI'IELLIHCI BEbINOAHEH.

3. Ecmu Kpuntollpo CSP ycranoBneH, mpoBeputh HacTpoiiku TLS.

+ Kpuntolpo CSP X

Obwwue ObopyaosaHue  Cepeuc  [lONONHWTENBHO  ANrOpMTMbI
BesonacHocTb Winlogon HacTpoiiku TLS KpunTonposaiiaeps

KnueHT

[:]}-ie WCNONb30BaTh NpoTokon OCSP:

[[JHe nposepsTs cepTudmKkaT cepsepa Ha 0T3bIE

[[JHe nposepaTs HasHaueHue coBCTBEHHOrO CepTUDMKaTa
He ucnonb30BaTh ycTapeswme cpher suite-bi

Cepsep

[:] He ucnonbsosaTe npoTokon OCSP

[[JHe nposepsTs cepTudmkaT KNMEHTA Ha OT3bIB

[[JHe nposepaTs HasHaueHue coBCTEEHHOrO cepTUdMKAaTa
E] He ucnonb3oBaTe ycTapeswme cipher suite-bi
MoaaepxusaTe RFC 5746 (Renegotiation Indication)

[:] TpebosaTe noaaepxky RFC 5746 (Renegotiation Indication)
[JWcnons3oBaTs cepTUdMKAT KOMNLIOTEPE MO YMONHEHMIO

PasMep K3lwa cecouit: 64 5

MakcmmanbHoe yiucno LIC B 3anpoce cepTudmkaTta: 100 =

OTmeHa MpuMeHTE

3.1 Ycranosuts Yandex browser.
3.2 B nactpoiikax Yandex browser moctaBuTh CIEIyIONIYIO TAIOYKY:

Jacragon  Anpysa  Mctopea  fofdoedeel | HBCTPORGA BEIORICHOCT POAH W KN Epyhag peIpcicTea
CHCTEMHBIE
Dbugiee HACTPORKN Zanycxams Bpaysep emecte ¢ Windows
Mnmepgedic Hiworaa

HHCTRMeHTR

Caimes Cets

~ FOET

ChcTeunbie MogaruaTeCH K CARTAM, MENOSBIMWMM Wingpobinde no MOCT. Tpedyerc KpratoMpo (5P

S ABTOMATHWSCKH OTHPIEATE CAMTE KLUy ELA OHM 870 NOLSS PoKnBARIT

D Mpegynpe=nats, ecae y cafma gomssa Gume HTTPS-papaus, HO 28 HeT

3.3 It ymeHbIeHus Tpaduka TeIeMETPUU CHATH rajlouku B MeHI0: «HacTpoiiku ->
Cucremusie -> HacTpoilku mepCOHaNbHBIX TaHHBIX):




ouc CucTemMHble
G O G D P PTG T YRS

OBLwwre HacTporkn

WHTepoeiic
+ Paspelunts oTKpbIBaTe B AiHAekc.bpaysepe CcbIKW Ha cepBucel AHgekca
WMHcTpyMeHTel
CaifThl
CucremHble
MNoapobHee
CeTb

~ ToawniouateCs K caiTam, ncnoaesyrownm wudposadre no NOCT. Tpebyetcs Kpuntolpo CSP)
' ABTOMaTWUECKM OTKPLIEATb CalThl No npoTokoay HTTPS, eciv oHM ero noaaepxuearoT

D Mpeaynpexaate, ecav y caiita fomxkHa 6eiTb HTTPS-Bepcns, HO €8 HeT

Hactpoiiku npokcu-cepeepa

¥n paBneHne cepTu@uKaTamm

npOHSBGAHTeﬂbHQCTh
« Wcnonb3oeats annapaTHoe YCKOpeHWe, eCNM BO3MOXHO
D OI'ITMMIr'SV\pOBﬂTb V}Gﬁpﬂ)KEHIr’H ANA 3KOHOMMWK DHEDHTMBHOF namaTtyn

' BbiIrpyxatb W3 NaMATH HEWCMOAL3YEMbIE BKAAAKM

OuKncTUTL WCTOpUIO
HacTpoikn AsbiKa U pernoHa

@, Hactpoiikn nepcoHanbHbix AaHHbIX 3

CHpocKTL BCe HACTPORKK

CHsATb Bce, mocTaBuTh «OTIIpaBisaTh caiitam 3ampoc «Do Not Track» («He
OTCIICKUBATHY)»:

Mowck < HaCTDOHKM NePCOHaNbHbIX AaHHbIX

OBLLKe HacTpoRKK
| |lomnpasnats AHZekcy CTaTMCTVKY MCMOAB30BAHKA

HTEpdeic

OTtnpasnath B AHAEKC OTUETHI O CHOAX
HCTpYyMeHTBI

OTnpaenaTh B AHAEKC HE3HAKOMBIE CNOB3 AN NPOBEPKM NPABONKCAHKA
Caiitol

OTnpaenats cartam 3anpoc «Do Not Tracks («He oTcnexuveatbs)
CuctemHele

3aknaakm Jarpyzkn Wctopun Oononxenua HacTpofikn BezonacHocTe Maponu 1 KapTsl Apyrue yctpoiictea

. YyulwaTh KauecTeo pekoMeHLaLniA U peknamsl ¢ NOMOLLBIO AaHHEIX n3:  Mozilla Firefox

CO3,[[8.TB BKJIaJIKW WJIA APJIBIKH CO CICAYIOIMHUMHU aipeCaMU (KaK y,[[O6HCI>i HOJ'IBSOB&TCJ'IIO):

st Equroro Oxna: https://vekp.kvartplata.info;
it APM «Pabouee Mecto Byxranrepay: https://rmb.kvartplata.info;
it APM «I"enepatop Otuérosy: https://go.kvartplata.info.

Ecmu Kpunollpo CSP He oOHapyskeH, CKauMBaeM ero ¢ OpHUIHaIbHOTO caifTa
https://www.cryptopro.ru/ (MoHO HCIIOIB30BaTh 03HAKOMHUTEIbHYIO, OCCILIAaTHYIO
BEPCHIO) ¥ MTPOM3BOMM YCTAHOBKY OT UMEHH AJIMHHHUCTpATOpPA.



https://vckp.kvartplata.info/
https://rmb.kvartplata.info/
https://go.kvartplata.info/
https://www.cryptopro.ru/

4.1 OctaBUTh HACTPOMKHU 10 YMOJYAHUIO. (rajlouka «Y CTaHOBUTHh KOPHEBBIE
cepTU(HUKATHD) BHEAPSIET KOPHEBOH cepTu(UKaT MUHKOMCBSI3H, JTy4Ille ITOCTABHTb.)

® ) Kpuntellpo C5P 5.0.11455

bnaroaapvm 3a epibop Kpuntollpo CSP.

npU,ﬂ,GﬂH{Eﬂ YCTaHOBRY, Bbl NPHHMUMaETE YCNOBHMA NuueHzMoHHOro
cornaweHM1Aa.

MpogykT BYneT yCTaHOBAEH C BPEMEHHOM NIMLEHIMER Ha 3 MecAua.

http: ffwwww . cryptopro.ru

. —> YCTaHoBWTE (pekomeHayeTca)

MpogyxTt Byget ycranoenen B kondurypaunn KC1 n aseikom
OMNEPALNOHHON CUCTEMBI € HACTPOMKAMK MO YMONYEHND.

— JlononHWTeNBHBIE ONLUWK
Mozeonaer epibpate kongurypauwrio KC n assik.

yCTEHGEIHTh HODHEBBIE CERTHUHMKHATHI

ITpu ucnonp3oBanuu Kpunrollpo CSP, mist co3manus TLS coequnenus

JUTICH3UOHHBIN KJTFOY BBOJUTH HE HYXKHO. [Tocie 3-x mecsneB ¢pyHkimonan TLS He
OTKJTFOUHUTCSI.

4.2 Haxatb «Y cTaHOBUTHY. J|0K1aThCsl OKOHYAHUS YCTAaHOBKH. [lepe3arpy3uthesl.
5. Tlposeputs noakmoueHue. [Ipu mepBomM MOAKIIOYSHUH TTOSIBUTCS COOOIIEHHE 00
ucnonszoBanuu mudposanus mo 'OCT, naxats «IIpogomKUTEY:

G CaunTt ncnonbsyet wudposaHue no NOCTy

rocrt 5 A
Cait vekp.kvartplata.info 2anpaluveaeT coeanHeHIE C UCNONL30BaHMEM LWNOPOBAHUA

cornacHo FOCTy. Ecnm Bel AOBEpAETE 3TOMY CaNTY, HaXMUTE «[TPOACAXKUTE»,

MpoaonxuTe YiTu ¢ caiTa Otknrounte nogaepxky NOCTa

B AntuBupycax nocraButh ranouky — He IlpoBepsats 3amumentsie CoefMHEHHUS.

ECJ'II/I HET TaKOﬁ BKJIAJAKH, TOr'Ja )106aBI/ITB B I/ICKJ'IIOLICHI/IH CHGILYIOIJ_II/IC anpeca:
https://go.kvartplata.info

https://rmb.kvartplata.info
https://vckp.kvartplata.info
https://az.kvartplata.info
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